3apeructpmnpoBaHo B MuHiocte Poccum 14 mas 2013 r. N 28375

®EAEPA/IbHAA CNYKBA NO TEXHUYECKOMY U 3KCNOPTHOMY KOHTPO/JIIO

NPUKA3
ot 18 ¢pespana 2013 r. N 21

OB YTBEPXXAEHUN COCTABA U COOEPAHUA
OPrAHM3ALUUOHHbIX U TEXHUYECKMX MEP NO OBECNEYEHUIO
BE3OMACHOCTU NEPCOHANbHbIX AAHHbIX NMPU UX OBPABOTKE

B UHOGOPMALMUOHHbIX CUICTEMAX NMEPCOHA/IbHbIX JAHHbIX

B cooTBeTcTBUM € YacTbio 4 cTatbk 19 dPegepanbHoOro 3akoHa oT 27 uona 2006 r. N 152-d3 "O
nepcoHanbHbIX AaHHbIX" (CobpaHne 3akoHoaaTenbcTBa Poccuiickoit depepaunn, 2006, N 31, cT. 3451;
2009, N 48, c1. 5716; N 52, c1. 6439; 2010, N 27, c1. 3407; N 31, c1. 4173, cT1. 4196; N 49, cT. 6409; 2011,
N 23, ct. 3263; N 31, c1. 4701) n NonoxkeHnem o PepepanbHOM cnybe No TEXHUYECKOMY MU
9KCMOPTHOMY KOHTPOJIIO, yTBEpPXKAEeHHbIM YKa3om lNpe3snaeHTa Poccunitickon depepaumm ot 16 asrycra
2004 r. N 1085 (CobpaHue 3akoHoaaTenbcTBa Poccuiickont depepaunm, 2004, N 34, cr. 3541; 2006, N
49, cT. 5192; 2008, N 43, c1. 4921; N 47, cT. 5431; 2012, N 7, cT. 818), np1Ka3sbiBato:

1. YtBepantb npunaraemble CoCTaB U cofep’KaHMe OPraHU3aUMOHHbBIX U TEXHUYECKUX Mep Mo
obecneyeHnto 6e30NacHOCTN NEePCOHA/bHbIX AAHHbIX MPU UX 06paboTKe B MHGOPMALLMOHHBIX CUCTEMAX
NepcoHanbHbIX AaHHbIX.

2. MNpusHatb yTpatmewmum cuay npukas PCTIK Poccum ot 5 despana 2010 r. N 58 "0O6
yTBEPHKAEHUN [ON0KEHNS O MeToAaX M cnocobax 3almTbl MHGOPMALMKN B MHPOPMALLMOHHBIX CUCTEMAX
nepcoHanbHbIX AaHHbIX" (3apernctpuposaH MuHioctom Poccuu 19 despans 2010 r., perncTpaLMoHHbIii
N 16456).

OwvpekTtop

depepanbHOM cyKObl MO TEXHUYECKOMY
W 3KCMOPTHOMY KOHTPOIIO

B.CEJIMH

YTBepKaeHbl
npukaszom ®CTIK Poccum
ot 18 dpeBpana 2013 r. N 21

COCTAB U COAEPAHUE
OPTAHU3ALMOHHbIX U TEXHUYECKUX MEP MO OBECNEYEHUIO
BE3OMNMACHOCTU NEPCOHAJIbHbIX AAHHbIX NMPU UX OBPABOTKE

B NHO®OPMALIMOHHbIX CUCTEMAX NEPCOHA/IbHbIX AAHHbIX

|. Obuwme nonoxKeHus

1. HacToAawumit goKymeHT pa3paboTaH B COOTBETCTBUM € YacTblo 4 cTatbu 19 PeanepanbHOro 3akoHa
oT 27 uiona 2006 r. N 152-®3 "O nepcoHanbHbix gaHHbIX" (CobpaHune 3akoHOAaTenbcTBa Poccminckol
depgepaunn, 2006, N 31, ct. 3451; 2009, N 48, ct. 5716; N 52, cT. 6439; 2010, N 27, cT. 3407; N 31, cT.
4173, ct. 4196; N 49, cT. 6409; 2011, N 23, cT. 3263; N 31, ct. 4701) 1 ycTaHaBAMBaEeT COCTaB U
cofepKaHNe OpraHM3aUMOHHbIX U TEXHMYECKUX mep no obecnevyeHuto H6e30MacHOCTM MEPCOHANbHbIX
OaHHbIX NpU nx 0bpaboTke B MHGOPMALMOHHBIX CUCTEMAX MEPCOHANbHbIX AAHHbIX (4anee - mepbl NO
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obecneyeHnto 6€30MacCHOCTM MEPCOHANbHbIX AAHHbIX) AR KaX4oro U3 YpOBHEM 3aWMULLEHHOCTU
NepPCoOHaNbHbIX [AaHHbIX, YCTAHOB/IEHHbIX B TpeboBaHMAX K 3awuTe MepcoHasibHbIX AAHHbLIX MPU UX
06paboTke B MHOOPMALMOHHBIX CUCTEMAX MNEPCOHA/bHbLIX AAHHbIX, YTBEPXKAEHHbIX MOCTAaHOBAEHUEM
MpaBuTtenbcTBa Poccuiickolt ®epepaumm oT 1 Hoabpa 2012 r. N 1119 (CobpaHue 3aKoHOAATENbLCTBA
Poccuitckoit depepaumn, 2012, N 45, cT. 6257).

Mepbl no obecneyeHnto 6e30MaCHOCTU NEPCOHANbHbLIX AAHHbIX MPUHUMAKOTCA ANA 3aLUUTDbI
NMepCoHaNbHbIX AAHHbIX OT HEMPaBOMEPHOr0 MWAM CAYYalHOroO JAOCTyNna K HUM, YHUYTOMKEHWUS,
n3MeHeHua, ONOKMPOBAHUA, KOMUPOBAHWUA, NPEAOCTABAEHUA, PACNPOCTPAHEHUSA MNEepPCOHANbHbIX
OAHHbIX, @ TaKXe OT MHbIX HEMPaBOMEPHbIX AENCTBUIN B OTHOLIEHUN NEPCOHANbHbIX AaHHbIX.

B HacTosAwem [OOKYMEHTe He paccmaTpuBaloTca BOMpocbl obecnedyeHusa 6HesonacHoOCTH
NMEepPCOHANbHbIX [aHHbIX, OTHECEHHbIX B YCTAaHOBJIEHHOM MOPAAKE K CBEAEHMUAM, COCTABAAOLLMM
roCyapCTBEHHYKO TaliHy, a TaKXe Mepbl, CBA3AHHble C MNPUMEHEeHNEM  LWKMPOBaA/bHbIX
(KpunTOrpaduuecknx) cpeacTs 3aLmTbl UHGOPMALUN.

2. be3sonacHOCTb NEPCOHaNbHbIX AAaHHbIX Npu MXx o0bpaboTke B MHGOOPMAUMOHHON cUcTeme
NepCoHaNbHbIX AAHHbIX (Aanee - WMHPOPMAULMOHHaA cucTema) obecrneunmBaeT onepaTop WAM NMLO,
ocywectsastowee ob6paboTKy NepcoHaNbHbIX AAHHbIX MO MOPYYEHMIO ONepaTtopa B COOTBETCTBUMU C
3aKoHoaaTenbcTBoM Poccuiickoit Pepepaumu.

[Ona BbinonHeHWAa paboT no obecnevyeHUto 6e30MaCHOCTM MEPCOHANbHbIX AaHHbIX MNPU KX
06paboTke B WHPOPMALMOHHOM CUCTEME B COOTBETCTBMM C 3aKOHOAATENbCTBOM Poccuiickol
denepaunmn MoryT NpMBAEKATLCA Ha AOrOBOPHOM OCHOBE OPUAMYECKOE NNLO UAN UHAMBUAYANbHbIN
npegnpuHMmaTtesnb, UMeloWwMe  JAULEH3UIO Ha  AeATeNbHOCTb MO TEeXHUMYECKOM  3awumre
KoHUAEHUMaNbHOM MHGOPMaUUN.

3. Mepbl no obecneyeHuto 6€30MaCHOCTM NEPCOHANbHbLIX AAHHbIX PeasnsyroTca B pPaMKax
CUCTEMBI 3aLLMTbl NEPCOHasbHbIX AAaHHbIX, CO34aBaeMOM B COOTBETCTBMU C TpeboBaHMAMM K 3awuTe
NepcoHanbHbIX AAHHLIX NpU MX 06paboTke B MHPOPMALMOHHBIX CUCTEMAX MEPCOHA/bHbIX AAHHbIX,
YTBEPKAEHHbIMM MOCTaHOBAeHWeM [lpaBuTenbcTBa Poccuiickon Pepepaumm ot 1 Hoabpa 2012 r. N
1119, »n p[o/KHbI ObiTb HanpaBiAeHbl HA HENTPasn3auMio  aKTyasibHbIX yrpo3 6esonacHocTu
nepcoHanbHbIX AAHHbIX.

4. Mepbl no obecneyeHno H6€30MaCHOCTM NEPCOHaNbHbIX AAHHbLIX Peanu3yloTcs B TOM 4ucie
nocpeacTBOM NpUMeEHeHUst B MHPOPMALMOHHOIN CUCTEME CPEACTB 3aLLUTbl MHGOPMALLMK, NPOLLEALUMX B
YCTaHOB/IEHHOM MOpsAKe npoueaypy OLEHKM COOTBETCTBUA, B CAy4YasX, KOrga MPUMEHEHME TaKuX
CpeacTB HEOOXOAMMO 418 HEMTPANM3ALMM aKTYaNbHbIX Yrpo3 6€30MacHOCTM NEPCOHA/bHbIX AaHHbIX.

KoHcynbTaHTlAOC: NpumeyaHue.
Hymepauma nyHKTOB AaHa B COOTBETCTBUM C OPULMANbHBIM TEKCTOM SOKYMEHTA.

6. OueHKa 3¢pdEeKTUBHOCTU peasiu30BaHHbIX B pamMKax CUCTEMbI 3aLlUTbl NePCOHasbHbIX AAaHHbIX
Mep no obecneyeHno 6e30MNacHOCTN NepCcoHabHbIX AaHHbIX MPOBOANUTCA OMNEepPaTOPOM CaMOCTOATE/IbHO
WAW C MNpUBNAEYEHMEM Ha [OOrOBOPHOW OCHOBE OPUAMYECKMX /UL, WU UHOMBUAYANbHbIX
npegnpuHumaTtenen, UMerLLNX NNLEH3NIO HA OCYLLECTB/IeHMEe OeATe/IbHOCTM NO TEXHMYECKOM 3alumTe
KoHMaeHUManbHOM MHPOPMaAUMK. YKa3aHHas OLEHKa NpoBOAMTCA He peXKe O4HOro pasa B 3 roga.

7. Mepbl no obecneyeHuto 6e30MacHOCTM MEPCOHA/NbHLIX AaHHbIX NpuM UX 06paboTKke B
rocyfapcTBeHHbIX WMHGOPMALMOHHBIX CUCTEMAX MPUHUMALOTCA B COOTBETCTBUM C TpeboBaHWAMM O
3awmTe  MHPoOpMaLMK, COoAeprKalleica B rOCYZAPCTBEHHbIX  MHOOPMALMOHHBIX  CUCTEeMaX,
ycTaHasamBaembimn PCTIK Poccmm B npegenax CBOMX NONHOMOYMA B COOTBETCTBUM C YacTbto 5 cTaTbu
16 ®depgepanbHoro 3akoHa oT 27 utona 2006 r. N 149-d3 "O6 umHPopmauun, MHOOPMALMOHHBIX
TEeXHO0rnsAX u o 3awmTte nHpopmauymm" (CobpaHue 3akoHomaTenbcTBa Poccuiickon deaepauum, 2006,
N 31, ct. 3448; 2010, N 31, cT. 4196; 2011, N 15, cT. 2038; N 30, cT. 4600; 2012, N 31, cT. 4328).

Il. CocTaB 1 cogeprkaHue mep no obecneyeHno 6e3onacHoOCTU
NepcoHanbHbIX AAHHbIX

8. B coctas mep no obecneyeHuto 6esonacHoCTH NepCcoHabHbIX AaHHbIX, pean3yemblX B paMKax
CNCTemMbl 3aWNTbl NEPCOHA/IbHbIX AdHHbLIX C YHYETOM aKTya/ibHbIX Yrpos3 6e3onacHocTH NnepcoHaibHbIX
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OAHHbIX M NPUMEHAEMbIX MHGOPMALMOHHbIX TEXHO/IOTUIA, BXOAAT:

MAEHTUDMKAUMA 1 ayTEHTUPUKaLUMA CyObEKTOB A0CTYNa U 06BEKTOB AOCTYNa;

ynpas/ieHue JOCTyNoM Cy6beKTOB AOCTyNa K 06beKkTam A0CTyna;

orpaHuMyeHue NPorpammMmHoON cpeasi;

3alMTa MALWMHHBIX HOocuTenel MHPopmaLMM, Ha KOTOPbIX XpaHATca u (unam) obpabaTtbiBatoTcA
nepcoHanbHble gaHHble (4anee - MaWWHHbIE HOCUTE/IN NepPCOoHaNbHbIX AaHHbIX);

peructpauma cobbiTMin 6e3onacHocTy;

aHTUBMPYCHAnA 3aWUTa;

obHapyeHue (NpeaoTBpaLleHne) BTOPKEHNI;

KOHTPO/b (aHaNN3) 3aLWMLLEHHOCTM NEPCOHaNbHbIX AAHHbIX;

obecneyeHune LENOCTHOCTU MHGOPMALNOHHON CUCTEMDBI U NEPCOHANbHBIX AAHHbIX;

obecneyeHne AOCTYMNHOCTM NEPCOHANbHbIX AaHHbIX;

3almTa cpeabl BUPTYanunsauuu;

3aLUMTA TEXHUYECKUX CPEACTB;

3aWmTa MHGOPMALMOHHOM CUCTEMDI, €€ CPEeLCTB, CUCTEM CBA3M U Nepesayun AaHHbIX;

BbIABIEHWE MHUMAEHTOB (O4HOro cObbITMA MAKW TPynnbl cOBbITUI), KOTOpPble MOFYT MPUBECTU K
c60AM MU HapyleHUo GYHKUMOHMPOBAHUA MHPOPMALLMOHHOM CUCTEMDBI U (MAKM) K BOSHUKHOBEHWUIO
yrpo3 6e30nacHOCTN NepCcoHaNbHbIX AAHHbIX (faNee - UHUMAEHTbI), U pearnpoBaHME Ha HUX;

ynpasneHve KoHourypaumein WUHGOPMALMOHHON CUCTEMbBI M CUCTEMBI 3aLUMUTbI NEPCOHANbHbIX
OaHHbIX.

CoctaB u cogepraHne mep no obecneyeHnto 6e30NacHOCTM  MEPCOHAsbHbIX  AAHHbIX,
HeobxoaMmbIx Aas obecrneyeHUA KaxKAoro M3 YPOBHEN 3alMLEHHOCTM MEPCOHA/bHbIX AaHHbIX,
npuBeaeHbl B MPUIOKEHUM K HACTOALLEMY AOKYMEHTY.

8.1. Mepbl No MaeHTUPUKAUMM M ayTeHTUPUKauMM cybbeKkToB AocTyna M o6beKTOB [0CTyNa
OO/MKHbI  obecrneymBaTb NPUCBOEHME CyObeKTam W O06beKTam [AO0CTyna YHWKaJbHOrO MpM3HaKa
(naeHTMdUKaATOpPA), cpaBHEHME NPeabABASEeMOro cybbektom (06beKkTom) Aoctyna uaeHTUdUKaTopa C
nepeYyHem NPUCBOEHHbIX UOAEHTUDMKATOPOB, a TaKKe NPOBEpPKy NPUHAANENKHOCTU CYObEKTY (06BbEKTY)
O0CTyna npeabABAEHHOIo UM UaeHTUdUKaTopa (noaTBepKAeHUE NOAJANHHOCTH).

8.2. Mepbl No ynpaBAeHMIO AOCTynom CyObeKToB A0CTyna K OObeKkTam A0oCTyna AOJIKHbI
obecneunBaTb ynpasiaeHWe npaBamu U MNPUBUIETUAMU CYyOBEKTOB AOCTyna, pasrpaHuyYeHue AocTyna
CyOBbEKTOB A0CTYMNa K 06beKTaM A0CTyMNa Ha OCHOBE COBOKYMHOCTU YCTAHOB/IEHHbIX B MHOOPMALLMOHHOM
cucTeme MnpaBul pasrpaHuMyeHna AOCTYNa, a TakKe obecrneymBaTb KOHTPO/b 33 COOMOAEHMEM ITUX
npasu.

8.3. Mepbl Mo OrpaHWYeHU0 NPOrpamMMHON cpeabl AOMKHbI 0becneynmsBaTb YCTAaHOBKY U (Mawn)
3aMNyCK TO/IbKO Pa3pelleHHOro K MCNo/b30BaHUIO B WHPOPMALMOHHON CUCTEME MPOrPaMMHOro
obecneyeHMa WAM MUCKAOYATb BO3MOMKHOCTb YCTAaHOBKM W (MAKM) 3anycKa 3anpeleHHoro K
MCMNO/1Ib30BaHWUIO B MHPOPMALLMOHHOM CUCTEME NPOTrPaMMHOro obecrneyeHus.

8.4. Mepbl NO 3alWMTe MaLIMHHbIX HOCUTENEN MEepPCOHANbHbIX AaHHbIX (cpeacTs 06paboTKu
(XpaHeHMs) NepcoHaNbHbIX AaHHbIX, Cb€MHbIX MALIMHHbIX HOCUTEIEN NEePCOHAbHbIX AaHHbIX) AOAXKHbI
NCKtOYaTb BO3MOXHOCTb HECAHKLMOHUPOBAHHOIO A0CTYMNA K MAWMHHBIM HOCUTENAM U XPAHALLMMCA Ha
HUX MePCOHasIbHbIM AAHHbIM, 3 TaKXe HEeCaHKLMOHMPOBAHHOE MCMOJ/Ib30BaHWE CbEeMHbIX MALIMHHbIX
HoCUTEeNe NepPCcoHasIbHbIX AAHHbIX.

8.5. Mepbl no pernctpaumm cobbiTuii 6e3onacHocTU AOMXKHbI obecneumBaTb cbop, 3anuce,
XpaHeHMe 1 3aWwuTy MHPopmaunmn o cobbiTuax 6e3onacHOCTU B MHGOPMALMOHHON CUCTEME, @ TaKKe
BO3MOHOCTb NPOCMOTPA M aHa/IM3a UHPOPMALMM O TAaKUX COOBITUAX M pearMpoBaHMe Ha HUX.

8.6. Mepbl N0 aHTUBMPYCHOW 3aLLMTe AOMKHbI 06ecneynBaTb obHapyKeHne B MUHGOPMALMOHHOWN
cUCTEME KOMMbIOTEPHBIX NPOrpamm Mbo MHOM KOMMbIOTEPHOW MHPOPMALMK, NpeaHAa3HAYeHHOW Ans
HEeCaHKLUVMOHUPOBAHHOIO YHUUTOXeHUA, 610KMpoBaHuA, moamduKaLmMm, KONMPOBAHUA KOMNbIOTEPHO
MHOOPMALMN UAN HENTpanus3aumMm CcpeacTs 3alumTbl MHPOPMALMM, a TaKKe pearMpoBaHWe Ha
O6HapyKeHUe 3TUX NPOrpamm U MHbopmauuu.

8.7. Mepbl no o6HapyXeHWUto (NpPesoTBPALLEHUIO) BTOPXKEHUN A0MKHbI obecneymBaTb
obHapyXeHue AencTteMn B MHPOPMALMOHHOM CUCTEME, HAMPaBNEHHbIX Ha HeCaHKUMOHMPOBAHHbIN
OOCTYyNn K WHPOpMauMW, creumasbHble BO3A4ENCTBMA HA WMHPOPMAUMOHHYIO cuctemy w  (naum)
nepcoHanbHble AaHHble B Lenax AoOblBaHWA, YHUUTOXKEHUA, UCKAXKEHUs U BNOKMPOBaHUA [0CTyna K



nepcoHabHbIM AaHHbIM, @ TaKXXe pearMpoBaHue Ha 3TU AEeUCTBUA.

8.8. Mepbl N0 KOHTpoN (aHanM3y) 3aWMUIEHHOCTU MepCoHaNbHbIX AaHHbIX [OJIKHbI
obecneunBaTb KOHTPOJIb YPOBHA 3aLLMLLEHHOCTM MEPCOHANbHbIX [AaHHbIX, 0bpabaTbiBaemMbiXx B
MHPOPMALUMOHHOM cUcTeme, NyTEM MNPOBEAEHUA CUCTEMATMUYECKMX MEPOoNpUATUA MO  aHaausy
3aWMLEHHOCTU MHPOPMALLMOHHOM CUCTEMbI U TECTUPOBAHUIO PAbOTOCNOCOBHOCTU CUCTEMBI 3aALLMUTDI
NnepcoHanbHbIX AAHHbIX.

8.9. Mepbl No obecnevyeHmo LenoCTHOCTU MHGOPMALIMOHHON CUCTEMbI U MEPCOHAsIbHbIX AaHHbIX
OOMKHbI obecneumBatb ObOHapy)KeHMe (aKTOB HECAHKLMOHUPOBAHHOIMO HapyLIeHMUA LLeI0CTHOCTU
MHOOPMALMOHHOM CUCTEMbI U COAEPKALLMXCA B HEW MEPCOHANIbHbIX AaHHbIX, @ TAKXe BO3MOMHOCTb
BOCCTAaHOB/IEHUA NHPOPMALLMOHHOM CUCTEMBI U COAEPHKALLMXCA B HEN NEPCOHAbHbIX AaHHbIX.

8.10. Mepbl no obecneyeHUo AOCTYNHOCTM MEPCOHA/NbHbIX AaHHbIX AOMXHbI obecneymBaTb
aBTOPM30BAHHbLIN AOCTYN NOAb30BaTENEN, MMEKLWMX NpaBa No AO0CTyny, K NepCcoHaNbHbIM AAHHbIM,
cogepXawmmcs B WMHOOPMALMOHHOM cUCTEME, B  LWITATHOM pexume  GYHKLUUMOHMPOBAHMA
MHOOPMALNOHHOW CUCTEMBI.

8.11. Mepbl MO 3awuTe cpegbl BUPTYyanusauuMm AOKHbI UCKAOYATb HECAHKLMOHMPOBAHHDLIN
OOCTYN K MNepcoHanbHbIM AaHHbIM, 06pabaTbiBaemMbiM B BUPTyasibHOW UWHOPACTPYKTYpe, U K
KOMMNOHEHTaM BUPTyanbHON MHPPACTPYKTYPbI U (MAK) BO3AEMCTBME HA HUX, B TOM YMUC/Ee K CpeacTBam
ynpaBAeHns BUPTYasibHON MHPPACTPYKTYPOM, MOHUTOPY BUPTYaNbHbIX MalWH (rMnepBusopy), cucteme
XpaHeHUs AaHHbIX (BK/AKOYana CUCTEeMy XpaHeHus o6pas3oB BUPTyanbHOW WHOPACTPYKTYpPbl), ceTu
nepegavym QOaHHbIX 4Yepe3 3/eMeHTbl BUPTYaNbHOM MAM PU3MYECKOM MHPPACTPYKTYPbl, FOCTEBbLIM
ONepaunoHHbIM CUCTEMaM, BMPTYasibHbIM MallMHaM (KOHTeMHepam), cucteme U CeTU persivkauumu,
TEPMWUHANIbHBIM U BUPTYyaNbHbIM YCTPOMCTBAM, a TaKXe CUCTEME pPe3epBHOro KOMMPOBaHMA W
CO34,aBaeMbIM €10 KOMUAM.

8.12. Mepbl Mo 3aLNUTE TEXHUYECKUX CPEACTB A0/KHbI NCK/TOYaTb HECAHKLMOHUPOBAaHHbIN AOCTYN
K CTAUMOHAPHbIM TEXHUYECKMM cpeacTBam, 06pabaTbiBatOWMM NepcoHanbHble AaHHble, CPeaCTBaM,
obecneunsaoWm PpyHKLMOHMPOBaHME UHPOPMALIMOHHON cucTembl (Oanee - cpeacTBa obecneyeHus
OYHKUMOHNPOBAHKWA), U B MOMELLEHUSA, B KOTOPbIX OHWU NMOCTOAHHO PACMO/IOMKEHbI, 3aLLMUTY TEXHUYECKUX
CPeacTB OT BHELHUX BO3AENCTBUIA, @ TaKKe 3alMTy NepCcoHanbHbIX AaHHbIX, NPeACTaB/eHHbIX B BUAE
MHGOPMATUBHbIX 3NEKTPUYECKMX CUTHANOB U GU3UYECKUX NONE.

8.13. Mepbl no 3awmte UMHPOPMALMOHHON CUCTEMbI, €€ CPeacTB, CUCTEM CBA3M WU Nepesayu
OaHHbIX  JOJ/IKHbI  obecrneymMBaTb  3aWMTy MEPCOHANbHbIX  [AaHHbIX MNPWU  B3aUMOAENCTBUM
MHPOPMALMOHHOM CUCTEMbI UNIN €€ OTAENbHbIX CETMEHTOB C MHbIMU MHGOPMALIMOHHbBIMU CUCTEMAMM U
MHPOPMALNOHHO-TENEKOMMYHUKALUMOHHBIMU  CETAMM  NOCPEACTBOM  MPUMEHEHUSA  apPXUTEKTYpPbI
MHOOPMALMOHHOM CUCTEMbI U MPOEKTHbIX PELUEHUA, HanpaBAeHHbIX Ha obecneyeHne 6e3onacHoOCTM
NnepcoHasbHbIX AaHHbIX.

8.14. Mepbl NO BbIABNAEHUIO WMHUMAEHTOB M pPearMpoBaHUIO Ha HUX AONXHbl obecnedymBaTb
obHapyXeHune, naeHTUPUKaLUUIO, aHaNM3 UHUNAEHTOB B MHOOPMALMOHHON CUCTEME, A TaK}Ke NpUHATHE
Mep Mo YCTPAaHEHUIO U NpeaynpeXaeHN0 MHUMAEHTOB.

8.15. Mepbl no ynpaBneHuto KoHopUrypauuein MHGOPMaALMOHHON CUCTEMbBI U CUCTEMbI 3aLLUTBI
NepcoHanbHbIX [aHHbIX AO0MXHbI obecneymBaTb YNpPaB/ieHUE U3IMEHEHUAMU  KOHPUrypauuu
MHOOPMALMOHHOM CUCTEMbI M CUCTEMbI 3alLUTbl NEPCOHaNbHbIX AaHHbIX, aHA/M3 MNOTEHUMANbHOro
BO34ENCTBMA MNJAaHUPYEMbIX U3MEHEeHM Ha obecneyeHne 6e30NaCHOCTU MEPCOHaNbHbIX AaHHbIX, a
TaK¥Ke AOKYMEHTMPOBAHME 3TUX U3MEHEHUN.

9. Bblbop mep no obecneyeHuto 6e30NaCHOCTU NEPCOHAsNbHbLIX AaHHbLIX, MOAAEXKaLMX
peanusaumm B WMHPOPMALMOHHOM CUCTEME B PaMKax CUCTEMbl 3aWMTbl MEPCOHasIbHbIX AAHHbIX,
BK/IHOYAET:

onpeaeneHne 6as3oBoro Habopa mep no obecneveHmto 6€30NaCHOCTU NEPCOHaNbHbIX AAHHbIX A1A
YCTQHOB/IEHHOIO YPOBHS 3aWMLEHHOCTM MEepPCOHasbHbIX [AaHHbIX B COOTBETCTBMM C 6as3oBbiMU
Habopamu mep no obecrneyeHnto 6e30NACHOCTM MEPCOHANbHLIX AaHHbIX, NPUBEAEHHbIMU B
NPUIOXKEHUM K HACTOALLEMY AOKYMEHTY;

aganTaumio 6asoBoro Habopa mep no obecnevyeHMto H6€30NACHOCTU MEPCOHA/NbHbIX AAHHbIX C
YYETOM CTPYKTYPHO-PYHKLUMOHANbHbIX XapaKTePUCTUK MHPOPMALNOHHOM cUcTembl, MHGOPMALMOHHBIX
TexXHoNorni, ocobeHHocTen GPyHKLUNOHUPOBAHUA MHOOPMALIMOHHOM CUCTEMBI (B TOM YMCAE UCK/IIOYEHUE
13 6a3oBoro Habopa mep, HENOCPeACTBEHHO CBA3AHHbIX C MHPOPMALMOHHLIMU TEXHONAOTMAMM, HEe



NCNob3yeMbiMU B MHbOPMaLNOHHOM cucreme, nnu CTPYKTYPHO-PYHKLMOHANbHbIMU
XapaKTePUCTUKaMM, HE CBOMCTBEHHbIMU MHPOPMALIMOHHOM CUCTEME);

yTOYHEeHMe ajanTupoBaHHOro 6asoBoro Habopa Mep no obecnedyeHuto 6HesonacHOCTU
NepcoHanbHbIX AaHHbIX C YYETOM He BblbpaHHbIX paHee Mep, NPUBEAEHHbIX B MPUIOXKEHUU K
HacToAWEeMy OOKYMEHTY, B pe3y/ibTaTe 4Yero onpegensitotca mepbl no obecrneyeHuto 6e30nacHOCTM
NepPCOHaNbHbIX AAHHbIX, HAMpaB/JEHHble HAa HEUTPaNM3aUMI0 BCEX aKTyasibHbIX Yrpo3 6e30nacHoCTM
NnepcoHanbHbIX AAaHHbIX A5 KOHKPETHOM MHDOPMALMOHHOMN CUCTEMBI;

OOMOJIHEHME YTOYHEHHOro afanTMpoBaHHOro 6a3oBoro Habopa mep no obecneyeHuto
6e30MacHOCTM NepCcoHa/bHbIX AAHHbIX Mepamu, obecneymBaloWUMM BbINOAHEHWE TpeboBaHUI K
3alMTe MEepPCOHa/bHbIX [AaHHbIX, YCTAHOBAEHHbIMU MHbIMU HOPMATUBHLIMU MNPABOBbIMW aKTamu B
obnactn obecneyeHma 6e30NacHOCTU NEPCOHAbHbIX AAaHHbIX U 3aLLUTbI MHPOPMaLUN.

10. Mpu HEBO3MOXKHOCTM TEXHUYECKOW peanmnsaumm OTAENbHbIX BblIOpPaHHbIX Mep no
obecneyeHnto 6€30MaCHOCTM MEPCOHANbHbIX AaHHbIX, @ TaKXKe C YYeTOM 3SKOHOMUYECKOM
LenecoobpasHoOCTM Ha 3Tanax aganTtaumm 6asoBoro Habopa mep U (MNK) YTOYHEHMA a4aNTUPOBAHHOIO
6asoBoro Habopa mep MoOryT paspabaTtbiBaTbCA WHble (KOMMNEHCUPYHOLLME) Mepbl, HanpaB/iEHHbIE Ha
HEeNTPann3aLmio aKTya ibHbIX yrpo3 6e30MacHOCTM NepcoHanbHbIX AaHHbIX.

B atom cnyyae B xode pa3paboTKM cucCTeMbl 3aWMTbl NEPCOHasbHbIX AaHHbIX AOMXKHO 6bITb
nposefeHo 06OCHOBaHWE MNPUMEHEHUS KOMMEHCUPYOWMX Mep Ana obecnevyeHua 6He3onacHoOCTU
NnepcoHanbHbIX AaHHbIX.

11. B cnyyae onpeaeneHns B COOTBETCTBUM C TpeboBaHMAMM K 3alLMTe NMEepPCOHasNbHbIX NPU KX
06paboTke B MHGOPMALIMOHHBIX CUCTEMAX MEPCOHA/IbHBIX AAHHbIX, YTBEPKAEHHbIMU MOCTAHOB/IEHNEM
Mpasutenbctsa Poccuitickot Pegepaumm ot 1 Hoabps 2012 r. N 1119, B KayecTBe akTyaJibHbIX Yyrpo3
6€30MacHOCTM NEePCOHabHbIX AaHHbIX 1-r0 U 2-ro TMMNOB AOMNOJHUTENIbHO K Mepam no obecneyeHuto
6€30MacHOCTM MepcoHaNbHbIX AaHHbIX, YKa3aHHbIM B MNyHKTe 8 HaCTOAWEro [AOKYMEHTa, MOryT
NPUMEHATLCA CneayoLLmMe mepbi:

npoBepKa CUCTEMHOIO U (MM) MPUKAAQHOTO MporpamMmmHoro obecneyeHusa, BK/OYas
NPOrpamMmHbIA  KOZ, Ha OTCYTCTBME HEAEKNAPUPOBAHHbIX BO3MOMHOCTEM C WCMONb30BaHUEM
aBTOMaTU3MPOBaHHbIX CPeACTB U (MnKn) 6e3 UCNoIb30BaHUA TaKOBbIX;

TecTupoBaHUe NHPOPMALIMOHHOM CUCTEMbI HA NMPOHUKHOBEHUS;

MCNo/ib30BaHUe B MHGOPMALMOHHOM CUCTEME CUCTEMHOIO U (MAK) NPUKNALHOTO NPOrPaMMHOrO
obecneyeHus, pa3paboTaHHOIO C UCNONb30BaHMEM METOA0B 3aLUMULLEHHOrO NPOrpamMmMmMpPOBaHUS.

12. Mpun “cnonb30BaHUU B MHPOPMALIMOHHbBIX CUCTEMaX CepTUPULMPOBAHHbIX NO TpeboBaHUAM
6e3onacHOCTN MHPOPMaLMK CPeaCTB 3aLLUUTbI MHOPMaLUN:

a) s obecneyeHuns 1 1 2 ypoBHel 3alUMLLEHHOCTU NEPCOHANbHbIX AaHHbIX MPUMEHAITCA:

CpeacTBa BbIUMCIUTENBHOM TEXHMKIN HE HUMXKe 5 Knacca;

CUCTEMbI 0BHapYKeHUs BTOPXKEHUIM U CPeaCcTBa aHTUBMPYCHOM 3aLLMTbl He HUXKe 4 Knacca;

MeKCeTeBble 3KpaHbl He HUMKE 3 Knacca B C/lydyae aKTyasibHOCTM yrpo3 1-ro uam 2-ro TMNos uau
B3anmoaencTensa MHPopMauMOHHON cUcTeMbl C MHOOPMALMNOHHO-TENEKOMMYHUKALMOHHbBIMU CETSMM
MEXKAYHaAPOAHOro MHPOPMALMOHHOIO OBMeHa M MerKCeTeBble 3KpaHbl He HUXe 4 Knacca B c/ydae
aKTyanbHOCTWU yrpo3 3-ro TUna W OTCYTCTBMA B3aMmoAencTBuA WHOOPMALMOHHOW CUCTEMBI C
MHGOPMALNOHHO-TENEKOMMYHUKALMOHHBIMU CETAMMN MEXAYHAPOAHOro MHPOPMaLMOHHOIO 0OMeHa;

6) ana obecneyeHmns 3 ypoBHA 3aLLMLLEHHOCTM NEPCOHA/bHbIX AaHHbIX MPUMEHSAOTCSA:

CpeacTBa BbIUNCAUTENBHOM TEXHUKN HEe HUXKe 5 Knacca;

cMcTEeMbl OOHapyKeHUs BTOPKEHMI U CpeaCcTBa aHTMBUPYCHOM 3aLMTbl HEe HUXKe 4 Knacca 3aLmTbl
B C/lyd4ae aKTya/llbHOCTM yrpo3 2-ro Tuna Wan B3aMMOZeNUCTBMA MHPOPMALMOHHON CUCTEMbBI C
MHGOPMALNOHHO-TENEKOMMYHUKALMOHHBIMU CETAMU MEXAYHAPOAHOro MHGOPMALMOHHOrO obMeHa U
CUCTEMbI OOHAPYKEHUS BTOPMKEHUI M CPeAcTBa aHTMBMPYCHOM 3alUmMTbl HE HUXKe 5 Knacca 3awmTbl B
C/lydyae aKTya/IbHOCTM Yyrpo3 3-ro TMna M OTCYTCTBMA B3aMMOAENCTBUA MHPOPMALMOHHON CUCTEMBI C
MHGOPMALNOHHO-TENEKOMMYHUKALMOHHBIMU CETAMMU MEXAYHAPOAHOIro MHPOPMALMOHHOIO 0OMeHa;

Me’KceTeBble 3KpaHbl He HUMKe 3 Kjacca B CAydyae aKTyaZbHOCTM yrpo3 2-ro Tuna uau
B3anmoaencTensa MHGopmMaLMOHHON cUCTeMbl C MHGOPMALMOHHO-TENEKOMMYHUKALMOHHbBIMU CETAMM
MEXKAYHAPOAHOr0 MHPOPMALMOHHOTO OBMeHa M MerKceTeBble 3KpaHbl He HUXe 4 Knacca B c/ydae
aKTyanbHOCTU yrpo3 3-ro TUna W OTCYTCTBUA B3aMmoAencTBuA MHGOPMALMOHHON CUCTEMbI C
MHOOPMALNOHHO-TENEKOMMYHUKALMOHHbBIMU CETAMWN MEXAYHaPOAHOro MHPOPMaLMOHHOIO 06MeHa;
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B) AN1A obecneyeHnn 4 ypoBHSA 3aLLMLLEHHOCTM NEPCOHA/bHBIX AaHHbIX MPUMEHSAIOTCA:

CpeacTBa BblYNCAUTENBHOM TEXHUKN He HUXKe 6 Knacca;

CMCTEMbl 0BHapyKEeHUA BTOPXKEHWUI U CPeACTBA aHTUBMPYCHOM 3aLLMTbl HE HUXKe 5 Knacca;

mexceTeBble 3KpaHbl 5 Knacca.

Ona obecneyeHma 1 m 2 ypoBHEN 3aWMLLEHHOCTM MEPCOHAsIbHbIX AaHHbIX, a TaKXe Aans
obecneyeHns 3 ypoBHA 3aLLULLEHHOCTU MEPCOHA/bHbIX AaHHbIX B MHPOPMALMOHHbLIX CUCTEMAX, AA
KOTOPbIX K aKTya/ibHbIM OTHECEHbl Yrpo3bl 2-ro TUNa, NPUMEHAIOTCA CPeACTBa 3aWMTbl MHPOPMaLmK,
nporpammHoe obecrnevyeHMe KOTOPbIX MPOLIAO MPOBEPKY HE HUXKEe 4YeM Mo 4 YypOBHIO KOHTPOAA
OTCYTCTBUA HEAEKNAPUPOBAHHBIX BOSMOMKHOCTEN.

13. Mpu nUcnonb3oBaHMM B MHPOPMALLMOHHDBIX CUCTEMAX HOBbIX MHOOPMAUMOHHbIX TEXHONOTUI U
BbIABIEHNUN OOMONHUTE/IbHbIX Yrpo3 6Ee30MacHOCTM MEePCOHaNbHbIX AaHHbIX, A1A KOTOpbIX He
onpeaeneHbl Mepbl obecneyeHuna ux 6e30MacHOCTW, AO0MKHbI Pa3pabaTbiBaTbCA KOMMEHCUPYHOLLME
Mepbl B COOTBETCTBUM C NYHKTOM 10 HacTOALLEro AOKYMEHTA.

Mpunoxkenune

K CocTaBy U coaepKaHuto
OpPraHM3aUMOHHBIX Y TEXHUYECKUX
mep no obecneyeHMto He3onacHoCTH
NepPCoHaNbHbIX AaHHbIX MPU UX
06paboTke B MHPOPMALMOHHbIX
CUCTEMaX NepPCoHasbHbIX AaHHbIX

COCTAB U COOEPHKAHUNE
MEP MO OBECMEYEHNIO BE3ONACHOCTU NMEPCOHAJIbHbIX AAHHbIX,
HEOBXOANMBbIX /19 OBECNEYEHMA KAXAOMO N3 YPOBHEMN
SALWWMWEHHOCTU NEPCOHAJ/IbHBIX JAHHbIX



YcnoBHoe
obo3HauyeHne n
HOMep Mepbl

Co,u,epmaHme mMep no obecneyeHunto 6esonacHOCTH
NnepCcoHaNbHbIX AaHHbIX

YPOBHM 3aLMLLEHHOCTH
NepPCoHaNbHbIX AaHHbIX

4 3 2 1

I. UgeHTUdMKauma 1 ayTeHTUPUKaLMA cybbEKTOB A0CTyna 1 06bekToB gocTtyna (MAD)

NAD.1

NoeHTudMKauma w©  ayTeHTUPUKAUMA NoNb30BaTeNEN,
Asnaowmxca paboTHMKamu onepaTopa

+ + + +

NA®D.2

NaeHTUOMKAUMA M ayTeHTUPMKAUMA YCTPOMCTB, B TOM
yncne CTaumoHapHbIX, MOBUABbHBIX U MOPTAaTUBHbIX

NAD.3

YnpasneHve naeHTUGrKatopamm, B TOM Ynciie CO3haHMe,
NPUCBOEHWE, YHUUTOXKEHUE UAEHTUUKATOPOB

NAD.4

YnpasneHvue cpeacTBamu ayTeHTUPUMKaLMKM, B TOM 4mucie
XpaHeHWe, Bblgaya, WHUUMANM3aUMA, BNOKMpoBaHMUe
CPeAcTB ayTeHTUPUKALMM M MPUHATUE MeEp B C/yyae
yTpaTbl n (nnn) KOMMpomeTauum cpeAacTs
ayTeHTUdUKaLMM

NA®D.5

3awmTa obpaTHOM CBA3M NPU BBOAE ayTEHTUUKALLMOHHOM
nHbopmaumm

NAD.6

NaeHTUOMKauMA M ayTeHTUPMKAUMA Nosib3oBaTenen, He
ApnslowmMxca  paboTHMKamM  onepaTopa  (BHELWHWUX
nonb3oBaTenemn)

. YnpaBneHue AoCcTynom cybbeKToB A0CTyna K o6bektam aoctyna (YNA)

yna.1

YnpasneHve (3asedeHue, aKkTusauuma, 610KMpoBaHWE U
YHUUYTOXEHME) YYETHbIMU 3anucamm nosb3osaTenei, B
TOM YMcNe BHeLHMX NoJib3oBaTesel

+ + + +




yna.2

Peanusauma HeobXoAMMbIX METOAO0B (AMCKPELWOHHbIN,
MaHAATHbIN, PONEBOM MAU WHOM MeTof), TUMOB (4TeHue,
3anucb, BbINO/MIHEHWME WAM  WHOW TUN) U nNpaBua
pasrpaHuyeHus goctyna

yna.3

Ynpaenenve (duabTpauumsa, maplpyTusaumsa, KOHTPOJb
CoOegMHEHWN, OfHOHAMNpaBieHHasA nepegavya W WHble
cnocobbl ynpasneHns) WUHOGOPMALMOHHBIMW MNOTOKAMMU
MeXay YCTPOMCTBAaMW, CErmeHTamm WHGOPMALMOHHOM
CUCTEMbI, a TakKXe MmMexXay MHPOPMALMOHHbIMU
cMctemMamm

yng.4

PasgeneHne nosHomouunit (poneit) nonb3oBaTenew,
aAMUHUCTPATOPOB " i, obecneunBaoLmx
dYHKUMOHMpPOBaHUE NHGOPMALIMOHHOM CUCTEMDbI

yna.s

HasHaueHMe MWHUMANBbHO HeobxoguMmbIX npaB W
npuBMnernii  Nosb3oBaTensMm, aAMUHUCTPaATOpam U
nmuam, obecneuymBatoLmnm bYHKUMOHMpPOBaHMe
MHPOPMALMOHHOM CUCTEMBI

yna.e

OrpaHuyeHne  HeycCrnewHblX  MOMbITOK  BXoga B
MHOOPMALMOHHYIO cucTeMy (L0OCTyna K MHPOPMaLIMOHHOM
cucteme)

yna.7

MpeaynpexaeHne nonb3oBaTeNa npuM ero BXo4e B
MHPOPMALMOHHYID  cucTeMy O  TOM,  YTO
WHPOPMALMOHHOM CUCTEME pPeann3oBaHbl Mepbl MO
obecneyeHnto 6€30NacCHOCTM NEPCOHANbHbIX AAHHbIX, U O
HeobxoanmocTu cobntopeHnn YCTaHOBNEHHbIX
onepaTopom npasuna 06paboTKM NepcoHaNbHbIX AaHHbIX

yna.8

OnoseleHMe MOMb30BaTENA MOCAE YCMEWHOro BXo4a B
MHPOPMALMOHHYIO CUCTEMY O €ro npeabiayliem BXOAe B
MHPOPMaLMOHHYIO cucTemMy




yna.o

OrpaHuyeHne YnMcna napaniesbHbIX CeaHCOB AOCTyna Ans
Kaxkpom y4yeTHoM 3anucu nonb3oBaTens
MHPOPMaLMOHHOM CUCTEMDbI

ynz.10

BnokuMpoBaHue ceaHca AocTyna B WHOOPMALMOHHYIO
cMCTeMy MOCJ/ie YCTaHOBNEHHOrO BpemMeHu besgencreuma
(HeakTMBHOCTM) NoONb30BATENSA UK MO €ro 3anpocy

yna.1i

PaspeweHne  (3anpeT) AOelcTBUIA  nonb3oBaTenew,
paspeLleHHbIX 40 UAEHTUOUKAUMKN U ayTEHTUDUKALUN

ynga.12

Moppep»Ka M coxpaHeHuMe aTpubyToB 6esonacHOCTU
(meTok 6e3onacHocTM), cBA3aHHbIX C WHboOpmauunen B
npouecce ee xpaHeHMa U 06paboTKu

yng.13

Peanusauma  3aWMUIEHHOrO  yAaseHHOro  AocTyna
CcybbeKToB A0CTyNa K 06beKkTam A0CTyna Yepes BHellHue
MHDOPMaLMOHHO-TENEKOMMYHUKALMOHHbIE CETU

yna.14

PernameHTauMa ¥ KOHTPO/Ib  WCMOAb30BaHWA B
MHOOPMALMOHHON cUCTeMEe TexHosormMii 6ecnpoBOAHOro
foctyna

yNng.15

PernameHTauma n KOHTPO/1b MCNoJ1b30BaHNA B
MHd)OpMaLI,MOHHOﬁ cucTeme  MOBUAbHBIX  TEXHUYECKMX
cpencrte

yng.16

YnpaBneHve B3aMMOZENCTBMEM C MHGOOPMALMOHHBIMU
cuctemamm CTOPOHHMX  OpraHu3aumii (BHEWHMe
MHPOPMALMOHHbIE CUCTEMDbI)

yna.17

ObecneyeHune [OBepeHHoM 3arpysKku cpeacTs
BbIYNCANTENbHON TEXHUKM

[Il. OrpaHnyeHme nporpammHoii cpeapl (OMC)




onc.1

YnpaBneHve 3anyckom (o6palieHusMn) KOMMOHEHTOB
nporpaMmmHoro obecneuyeHus, B TOM Yncne onpegeneHue
3aMycKaemblX KOMMNOHEHTOB, HACTPOMKa NapameTpoB
3anycka  KOMMOHEHTOB, KOHTPOAb 33  3aMyCcKoM
KOMMOHEHTOB NPOrpaMmHoro obecneyeHus

onc.2

YnpaB/ieHue YCTaHOBKOM (MHCTannsumneir) KOMMNOHEHTOB
nporpammHoro obecneyeHusi, B TOM 4Mcie onpeaeneHue
KOMMOHEHTOB, NOAJe)alWux YCTaHOBKE, HACTPOMKa
rnapameTpoB YCTAaHOBKM KOMMOHEHTOB, KOHTPOJIb 3a
YCTaHOBKOW KOMMOHEHTOB NPorpammHoro obecneyeHusn

onc.3

YcTaHOBKa (MHCTannAumMa) TONbKO paspeleHHoro K
MCMNO/b30BaHUIO NporpammHoro obecnedyeHus u (Mau) ero
KOMMOHEHTOB

onc.4

YnpasneHue BpemeHHbIMK daitiamn, B TOM YMcae 3anperT,
paspelleHne, TMepeHanpaBieHWe 3anucK, yaaneHue
BpeMeHHbIX paiinos

IV. 3almTa MalMHHbIX HOCUTENeN NePCOHabHbIX AAHHbIX

(3HW)

3HN.1

YyeT MalLMHHbIX HocuTenemn NnepCoHaNbHbIX AaHHbIX

3HW.2

YnpasneHne A0CTYyNnom K MaWWHHbIM HOCUTENnAm
nepCcoHaNbHbIX AaHHbIX

3HW.3

KOHTpOJ’Ib nepemeweHnA MaLWNHHbIX HocuTenemn
NepCoHaNbHbIX AaHHbLIX 3a nNpeaenbl KOHTpOﬂMpYEMOVI
30HbI

3HN.4

UckntoveHne BO3MOXHOCTU HECaHKUNOHNPOBAHHOIO
O3HaKoOMNeHNA C cogepxaHnem nepcoHaNbHbIX OaHHbIX,
XpPaHALWNXCA Ha  MaWWHHbIX  HOCUTENAX, n (MJ'IM)
MCNONb30BaHMA HoOcCUTenel NnepcoHa/ibHbIX AadHHbIX B




UHbIX MHCbOpMaLI,MOHHbIX cncremax

3HW.5

KoHTponb ncnonb3oBaHus uHTepdelicos BBoaa (BbiBoAaA)
UHOOPMaLMN Ha MaLIMHHbIE HOCUTENIM MEePCOHasIbHbIX
JaHHbIX

3HN.6

KoHTponb BBOAA (BbIBOAA) MHPOPMALMM HA MALUMHHbIE
HOCUTENN NEPCOHANbHbIX AAHHbIX

3HW.7

KoHTponb  noakatoyeHus MaLUMHHbIX HocuTenem
NepCcoHaNbHbIX AaHHbIX

3HN.8

YHUUTOXKEHUNE (cTnpaHume) nnu obesnnumsaHune
NepPCOHaNbHbIX AaHHbIX Ha MALUIMHHbBIX HOCUTENAX NPU KX
nepejade Mmexay NOMb30BaTensaMuM, B  CTOPOHHMUE
OopraHuMsaumMM Aaa PemoHTa WAW YTUAM3AUMKM, a TaKXKe
KOHTPO/1b YHUUTOXKEHUA (CTUPaHKA) nan obesnnumnsaHms

V. Pernctpauyms cobbituii 6esonacHoctu (PCB)

PCB.1

OnpepeneHne cobbiTMii  6He30nNacHOCTM, MNoA/eXKalnxX
perucTpaumm, 1 CPOKOB UX XpaHeHuA

PCB.2

Onpep,eneHme COCTaBa WM coaepaHuA VIHd)OpMaLI,I/II/I o
cobbITHAX 6e3OI'IaCHOCTVI, nognexawmx perncrpaumnm

PCB.3

C6op, 3anMcb WM XpaHeHWe WHPopMauuM O CoBbITUAX
6€e30MacHOCTM B TeYeHWe YCTaHOBAEHHOTO0 BPEMEHMU
XpaHeHuA

PCB.4

PearmpoBaHve Ha cbou npu pernucTpauym cobbiTui
6e30MacHOCTK, B TOM YMC/ie annapaTHble U NPOrpammHble
OWNOKM, cbouM B mexaHM3max cbopa uWHboOpmauumn wu
AOCTMXEHME npegena WAM nepenonHeHua obbema
(emkocTn) namaTtu




PCB.5 MOHUTOPUHT (npocmortp, aHanus) pe3ynbTaToB
perucTpaummn cobbiTmii 6e30NacHOCTM U pearMpoBaHUe Ha

HUX
PCb.6 leHepupoBaHue BPEeMEHHbIX METOK " (nnn)
CUHXPOHU3aUMSA CUCTEMHOIO BpEMEHMU B

MHGOPMaLMOHHON cucTeme

PCB.7 3awmTa nHpopmaunmn o cobbITUAax 6esonacHocTU +

VI. AHTMBMpPYCHas 3awmTa (AB3)

AB3.1 Peanusauma aHTUBMPYCHOM 3aLLUTbI +

AB3.2 O6HoBNeHMe 6a3bl [aHHbIX MPU3HAKOB BPEAOHOCHbIX| +
KOMMbIOTEPHbIX Mporpamm (BUpycos)

VII. O6Hapy:xeHue BTopKeHn (COB)

COB.1 O6HapyKeHue BTOpPKEeHUI

COB.2 O6HoBNeHMe Ha3bl peLlatolmnx npaBun

VIII. KoHTpoAb (aHanu3) 3almiLeHHOCTU NepCcoHasbHbIX AaHHbIX (AH3)

AH3.1 BoinBNieHMe, aHanu3 yA3BMMOCTENM MHPOPMALMOHHOM
CUCTEMbI M ONEPATMBHOE YCTPaHEHWE BHOBb BbIABAEHHbIX
YS3BUMOCTEMN

AH3.2 KoHTponb  ycTaHOBKM  OBGHOBAEHWI  MmporpammHoro| +

06ECI'Ie‘-IeHWr'I, BK/AtoYas 0bHoBNEHME nporpammHoro
obecneyeHus cpencTs 3alLnTbI VIHd)OpMaLI,VIl/I

AH3.3 KoHTponb paboTocnocobHOCTN, NapameTpoB HACTPOMKK U
NpaBWUIbHOCTU dYHKUMOHMPOBaAHMUA NpPOrpamMmHoro
obecneyeHUs n cpeacTs 3aLLMTbl UHPOPMALLUN




AH3.4 KOHTpOnb cocTaBa TEXHUYECKUX CPeACcTB, MPOrpammHOro + +
obecneyeHuUs 1 cpeacTs 3aLmTbl UHGOPMaLLUN

AH3.5 KoHTponb npaBuAa  reHepauumM W CMeHbl Naponewn +
nonb3oBaTeNen, 3aBeAeHNA U YAANEHNA YYETHbIX 3anucen
nonb3oBaTenen, peanusauMm MpPaBua  pasrpaHMYeHnn
[ocTyna, NOJIHOMOY UM nonb3oBaTenem B
MHOOPMaLMOHHON cucTeme

IX. O6becneyeHune LENOCTHOCTU MHGOPMALMOHHOM CUCTEMbI U NEPCOHANbHbIX AaHHbIX (OLL)

oun.l KOHTpO/Ib LENOCTHOCTM nporpammHoro obecneyeHus, +
BK/lOYas nporpammHoe obecneyeHne cpencTB 3almThI
nHbopmaumm
oun.2 KoHTponb LeNoCTHOCTH nepcoHanbHbIX OAHHbIX,
cofepawmxca B 6asax AaHHbIX  MHDOPMALMOHHOM
cuUCTEMBI
oun.3 ObecneyeHne BO3MOXHOCTHU BOCCTAHOBNEHMUA

nporpammHoro obecneyeHuns, BKAOYaA MNPOrpaMmHoe
obecreyeHne CpeacTs 3aWUTbl  UHGOPMaLUKN, MpU
BO3HWKHOBEHWW HELITATHbIX CUTYyaLMit

oun.a O6Hapy:KeHne W pearnpoBaHMe Ha MOCTyN/JeHne B +
MHOOPMAUNOHHYIO cuctemy He3anpalwunBaemblx
3N1eKTPOHHbIX coobLWeHni (nucem, OOKYMEHTOB) U MHOM
MHGOpMaUUM, He OTHOCAWMXCA K PYHKUMOHUPOBAHMUIO
MHDOPMaLMOHHOM cMcTeMbI (3alLMTa OT cnama)

oun.s KoHTponb copepaHua nHbopmauum, nepegaBaemont m3
MHPOpPMALMOHHOM CUCTEMDI (KoHTelHepHbIN,
OCHOBaHHbI Ha CBOWMCTBax O0bbeKTa Aoctyna, u (nan)
KOHTEHTHbIM, OCHOBaHHbIA Ha MOWUCKE 3anpeLlLeHHOM K
nepegadye WMHPOpMaLMM C MCNONL3OBAHMEM CUTHATYD,




MaCOK M UHbIX METOLOB), U UCKIIOYEHNE HEMPaBOMEPHOM
nepeaaun nHGopmaLmMm u3 MHGOPMaLMOHHOM CUCTEMBI

ous.e OrpaHunyeHne npas nosb3oBaTtesnien no BBOAY
nHdopmaumm B MHPOPMALMOHHYIO CUCTEMY

oun.7 KOHTpOAb TOYHOCTU, MOAHOTbI U MPaBUALHOCTU AAHHbIX,
BBOAUMbIX B UHPOPMALIMOHHYIO CUCTEMY

oun.8 KoHTponb oOWwnbBOYHbIX AelCTBMIA MNoAb3oBaTesnen Mo
BBOAY W (MAn) nepepaye nNepPCcOHaNbHbIX [AaHHbIX U
npeaynpexaeHne nosnb3oBatesieldr 06  OWWMOOYHbIX
AencTBmax

X. Ob6ecnevyeHne AOCTYNHOCTM NEPCOHANbHbIX AaHHbIX (O4T)

oAaT.1 Ncnonb3oBaHMe OTKA30yCTOMUYMBBIX TEXHUYECKUX CPeacTB

0oAaT.2 PesepBupoBaHME TEXHUYECKUX CPeACTB, MPOrpamMmmHOro
obecneyeHus, KaHanoB nepegaym MHpopmaumm, cpeacTs
obecneyeHnss  GYHKUMOHMPOBAHUA  MHDOPMALIMOHHOM
cUCTEMBI

OoAT.3 KoHTposb 6e30TKaszHOro ¢pyHKLMOHMPOBAHWNS TEXHMUYECKNUX
cpeacts, oOHapyeHMe W NOKanuM3auma  OTKA30B
GYHKUMOHMPOBAHMA, NPUHATME Mep NO BOCCTAaHOBAEHMUIO
OTKa3aBLUMX CPEACTB N UX TeCTUPOBAHUE

oAT.4 NMepuoanyeckoe pesepBHOE KONUPOBAHWE MepPCOHaNbHbIX
OaHHbIX Ha pesepBHble MaLUMHHblEe HoCcuTeNU
NepCcoHaNbHbIX AAHHbIX

oAarT.s ObecneuyeHne BO3MOXHOCTHU BOCCTAHOBNEHMUA
NepCcoHaNbHbIX  AaHHbIX C  Pe3epPBHbIX  MALUMHHbIX
HOCUTeNel NepcoHasbHbIX AaHHbIX (pe3epBHbIX KOMuii) B




TeyeHne yCTaHOBNIEHHOIo BPpEMEHHOIo MHTEPBAasia

XI. 3awmTa cpeabl BupTyanmsaumm (3CB)

3CB.1

NaoeHTudmKauma n ayteHTMdMKauma cybbeKkToB A4oCTyna m
06BEKTOB A0CTYNa B BUPTYanbHOM MHOPACTPYKTYpE, B TOM
yncne  AAMUMHUCTPATOPOB  YMpPaBAEHWUA  cpeacTBamMu
BMPTYyanunsaumm

3CB.2

YnpaBneHue AOCTYNOM CYOBEKTOB AOCTyna K OobbeKkTam
AO0CTyna B BUPTyasbHON WHPPACTPYKTYpe, B TOM 4ucie
BHYTPW BUPTYaNbHbIX MALLWH

3CB.3

Pernctpauma cobbiTnii 6e3onacHOCTM B  BUPTYaNbHOWM
WMHPPACTPYKType

3CB.4

YnpasneHve (¢unbTpaumn, MapLUpyTM3aLUs, KOHTPOJIb
COeAMHEHWA, OAHOHaMNpaB/JeHHasA nepenaya) MOTOKAMM
nHbOpPMaLMM  MeKAY KOMMOHEHTaMM  BMPTyasbHOM
MHOPACTPYKTYPbl, @ TaKkKe Mo NepuMMeTpy BUPTyasbHOM

MHOPACTPYKTYpPbI

3CB.5

[oBepeHHaa  3arpyska CepBepoB  BUPTya/nu3auumu,
BMPTYaNbHOM  MallMHbl  (KOHTeWHepa),  cepBepoB
ynpasaeHua BUpTyanmsaumei

3CB.6

YnpaBneHve nepemeweHUEM  BUPTYasbHbIX  MaLlIWH
(KoHTeliHepoB) M 06pabaTbiBaEMbIX Ha HUX AAHHbIX

3CB.7

KOHTpO/Ib LLeIOCTHOCTN BUPTYAsbHOW MHOPACTPYKTYpPbI U
ee KoHpurypaumi

3CB.8

PesepBHOE KONWPOBaHWE JaHHbIX, pPe3epBUPOBaHMKE
TEXHUYECKUX CpeacTs, NporpammHoOro obecneyeHun
BMPTYaNbHON MHOPACTPYKTYPbl, @ TaKKe KaHanoB CBA3M




BHYTPMU BUPTYabHOW MHPPACTPYKTYpPbI

3CB.9

Peanusaums u ynpasieHWe aHTUBUPYCHOM 3alMTON B
BUPTYanbHOM MHPACTPYKTYpe

3CB.10

PasbueHne BMPTYaNbHOM MHPPACTPYKTYPbl HA CErmeHTbl
(cermeHTMpoBaHME BUPTYyaNbHOW MHOPACTPYKTYpbI) ANsA
06paboTKK MEePCOHaNbHbIX  AaHHbIX  OTAENbHbIM
no/sibsoBaTenem 1 (Mau) rpynnoi nonb3oBartenei

XIl. 3awmTa TexHuyecknx cpeacts (3TC)

3TC.1

3awuta nHbopmaumm, obpabaTbiBaeMoi TEXHUYECKMMMU
CpeAcTBamMM, OT ee YTeUYKM MO TEXHUYECKUM KaHanam

3TC.2

OpraHvsauus  KOHTPOJIMPYEMOW 30Hbl, B npegenax
KOTOPOW  MOCTOSHHO  Pa3MeLLaloTcAa  CTAaLMOHApHbIe
TeXHUYeCKne cpeacTsa, obpabaTtbiBarome MHGOPMALLUIO,
M CcpeactBa 3aWuTbl MHPOPMaLMKM, a TaKKe CpeacTsa
obecneyeHns GyHKLMOHMPOBAHMS

3TC.3

KoHTponb M ynpaBneHue ¢U3MYECKMM [OCTYNOM K

TEXHUYECKMUM cpeacteam, cpeAacTBam 3almTbI
NHpopMaumn, cpeacTBam obecneyeHnn
OYHKUMOHMPOBAHMA, a TaKXe B  MNOMELWEHUA U
COOpPYXKeHMUS, B KOTOPbIX  OHMU YCTQHOBNEHDI,

WCK/IIOYaloWwmne  HECaHKLUMOHWPOBAHHbLIN  dU3NYECKMIA
[OCTyN K cpeacTBam 06paboTku MHGopmauun, cpeactsam
3alWmMTbl  MHPOpMaumMM U cpeactBam  obecneyeHus
OYHKLUMOHNPOBAHUA  MHPOPMALMOHHON  CUCTEMBI, B
NOMELLEHUSA N COOPYKEHUSA, B KOTOPbIX OHU YCTAHOB/IEHDI

3TC.4

PasmelleHne  ycTpoicTB  BbiBoAa  (oTobpakeHus)
MHPOPMaLMK, UCKAIOYAIOLLEE ee HEeCAaHKLMOHUPOBAHHbIN
npocMoTp




3TC.5

3aWwmMta OT BHEWHWX BO3AeNCcTBMIA  (BO3aelncTBUiA
OKpYy»atoLei cpeapl, HecTabuabHOCTU
3NEKTPOCHAbXeHMA,  KOHOULUMOHMPOBAHUA U UHbIX
BHeLlHMX paKTopoB)

XIll. 3awmTa UHGOPMALLMOHHOM CUCTEMBI, EE CPEACTB,
CUCTEM CBA3M M Nepeaaun AaHHbix (3UC)

31C.1

PaszgeneHne B MHGOPMALMOHHON cucTeme OYHKUUI Mo
ynpasneHuio (aAMUHUCTPUPOBAHMIO) WHDOPMALNOHHOWN
CUCTEMOM, YyNpaBAeHWUIO (AAMUHUCTPUPOBAHULIO) CUCTEMOW
3aLUMUTbl NEPCOHANbHbIX AAHHbIX, GYHKLMIA No obpaboTke
NepCcoHaNbHbIX AaHHbIX n WHbIX byHKUMIA
MHPOPMALMOHHOM CUCTEMBI

3U1C.2

MNpepoTBpalLeHme 33epXKKU nnm npepbiBaHMA
BbINO/IHEHUA MNPOLLECCOB C BbICOKMM MPUOPUTETOM CO
CTOPOHbI NPOLECCOB C HU3KUM NPUOPUTETOM

3UC.3

ObecneyeHne 3aWUTbl  NEPCOHANbHbLIX  AaHHbIX  OT
pacKpbITMA, MoAUPUKAUMM W HaBA3biBaHWA (BBOAA
NOXHON MHPopmaumn) npu ee nepegaye (NoarotosBke K
nepefaye) No KaHajam CBA3KM, MMEOLMM BbIXOZ, 3a
npegenol  KOHTPOAMPYEMOMN 30Hbl, B TOM 4uC/e
6ecnpoBOAHbIM KaHanam CBA3U

3nc.4

ObecnevyeHne AOBepPeHHbIX KaHafna, MaplupyTa Mexay
aAMMUHUCTPATOPOM, MONb30OBaTe/NieM W CPeACTBamM
3alWMTbl  MHOopmauun  (PyHKuMAMM  6Ge30nacHOCTM
CPeACTB 3alWMTbl MHbOPMaLMK)

3NC.5

3anpeT HeCaHKUMOHWPOBAHHOMW YZa/fieHHOM aKTUBaLMK
BUOEOKAMeEpP, MUKPODOHOB U UHbIX nepudepuiiHbixX
YCTPOMCTB, KOTOPbIe MOTYT aKTMBMPOBATLCA YAA/NEHHO, U
ornoBelleHNe nosb3oBaTenen 06 aKTMBALMM  TaKWX




YCTPOICTB

3U1C.6

Mepegaya M KOHTPOAIb  LIEOCTHOCTM  aTpubyTtoBs
b6esonacHoCcTM (MeTok 6e30nacHOCTK), CBS3aHHbIX C
nepcoHaibHbIMWN AaHHbIMU, MNPU obmeHe MU C UHbIMU
MHOOPMALMOHHBIMU CUCTEMAMMU

3UnC.7

KOHTpONb  CaHKUMOHWPOBAHHOrO " NCKAoYeHue
HECaHKLUMOHUPOBAHHOIO  WUCMONb30BaHUA  TEXHONOrUiA
MOBUNBbHOIO Koda, B TOM 4YuCne perucTpauma cobbiTuid,
CBA3aHHbIX C MCNO/Mb30BaHMEM TEXHONOTMMI MOBUABHOTO
Kofa, WX aHanM3 W pearMpoBaHMe Ha HapylweHus,
CBA3aHHbIe C UCMONb30BaHUEM TEXHOIOTMIA MOBUABbHOTO
Koda

3M1C.8

KOHTPONb  CaHKUMOHMPOBAHHOMO U UCKNtoYeHne
HECaHKLMOHUPOBAHHOrO  WUCMOAb30BAHUA  TEXHOIOTMM
nepejadn peyd, B TOM 4YWUCAE pPerucTpaumsa cobbiTuid,
CBA3AHHbIX C MCMO/b30BaHMEM TEXHO/MOMMI nNepesayn
peun, WX aHaAM3 U pearnpoBaHMe Ha HapyLlleHus,
CBA3aHHbIE C WCMO/Ib30BAaHMEM TEXHOJOMMI nepeaayn
peuu

3nC.9

KoHTponb CaHKLMOHNPOBAHHOM n UCKNIoYeHne
HEeCaHKLMOHUPOBaHHOW nepesayn BuAeouHpopmaunu, B
TOM 4YuCie pernctpauma  cobbiTUii, CBA3AHHbLIX C
nepefavyein  BUAEOMHPOPMALMKM,  MX  aHaAM3 MU
pearMpoBaHMe Ha HapyLIeHWs, CBA3aHHble C nepeaayent
BuaeonHdopmaumm

3M1C.10

MoaTteepaeHue NPOUCXOXAEHMA MCTOYHMKA
MHPOpMaLMK, NOAyYaemoh B Mpouecce onpeaeneHus
CeTeBbIX afpPecoB Mo CETEBbIM MMEHAM UAN OnpeaeneHus
CeTeBbIX MUMEeH No CEeTEBbIM agpecam




31C.11

ObecneyeHrMe NOAJMHHOCTM  CETEBbIX  COEAMHEHWUI
(ceaHcoB B3anmoaeicTemA), B TOM YMucae Aaa 3almTbl OT
nogMeHbl CeTeBbIX YCTPOWCTB U CepBUCOB

31C.12

NcKNtoyeHne BO3MOXKHOCTU OTPULL@HUS MO/b30BaTeiem
daKTa OTnNpaBKM MNEpCOHaNbHbIX  AAHHbIX  ApPyromy
nonb3oBaTesnto

31C.13

UcKkntovyeHne BO3MOXKHOCTHU OoTpuuaHnA nosb30BaTENEM
d)aKTa nonyyeHnAa nepcoHanbHbIX AaHHbIX OT Apyroro
nosb3oBaTtenAa

31C.14

Mcnonb3oBaHWe yCTPOWCTB TepMMHANbHOTO AoCTyna Ann
06paboTKN NepcoHaNnbHbIX AaHHbIX

31C.15

3awmTta apxmBHbIX GanaoB, MNapameTpoB HACTPOMKM
cpeacts  3awuTbl  MHGOpMaLMM M MPOrPAaMMHOr0
obecneyeHMs U  MHbIX [AHHbIX, He NoAafexalumx
M3MEHEHMIO B npouecce 06paboTKM NepcoHasbHbIX
AaHHbIX

3M1C.16

BbisiBieHue, aHanus " 6/10KMpoBaHue B
MHPOPMALMOHHONM CUCTEME CKPbITbIX KaHa/loB nepeaayu
MHPOpMaLUK B 06X04 peanv3oBaHHbIX MepP WAWU BHYTPM
paspeLleHHbIX CEeTEBbIX MPOTOKO/I0B

3nC.17

PasbueHne WHOOPMALMOHHOW CUCTEMbI Ha CErmeHTbI
(cermeHTMpoBaHMe  WMHPOPMAUMOHHOWM  CUCTEMBI) ¥
obecneyeHune 3aLLmTbI nepumeTpoB CEermeHTOB
MHOOPMALMOHHOW CUCTEMDI

3M1C.18

ObecnevyeHne 3arpyskM M MWCMOAHEHMS MPOrPaMmMHOro
obecneyeHna C MaLIMHHBIX HOCUTENEW MepPCoHaNbHbIX
AaHHbIX, AOCTYMHbIX TONbKO ANA YTEHWUA, U KOHTPOJb
LeNOCTHOCTM AaHHOro NporpaMmHoro obecneyeHus




31C.19 M3onsuma npoueccoB (BbIMOJIHEHME NpOrpamm) B
BblAEeNEeHHOM 061acTU NaMATH

31C.20 3awmTta 6ecnpoBOAHbIX COEAMHEHUN, MPUMEHSEMbIX B + + +
MHOOPMaLMOHHON cucTeme

XIV. BbisiBNeHWe MHUMAEHTOB 1 pearnpoBaHune Ha Hux (MHLL)

MHL.1 OnpepeneHne v, OTBETCTBEHHbLIX 33 BblAB/EHUE + +
MHUMAEHTOB U pearnpoBaHne Ha HUX

MHL.2 O6Hapy:KeHue, naeHTMPuKaumna 7 perucrpauma + +
WHLUWNOEHTOB
MHL.3 CeoeBpemeHHOe WMHGOPMUPOBAHWUE NUL, OTBETCTBEHHbIX + +

3a BbIABNEHWE WHUWAEHTOB W pearMpoBaHWe Ha HUX, O
BO3HUKHOBEHUN  UMHUMAEHTOB B  WMHPOPMALMOHHOM
cuUcTeMe NoNb30BaTENAMMU U AAMUHUCTPATOPaMM

MHU.4 AHanM3 UHUMAOEHTOB, B TOM uYucne onpejenexHue + +
MCTOYHUKOB W NPUYNH BO3HWMKHOBEHWA WMHUMAOEHTOB, a
TaKKe OLEeHKa UX NoCcneacTBui

MHL.5 MpuHATME Mep NO YCTPaHEHMUIO NOCNeACTBUIM MHLMAEHTOB + +

MHL.6 MNnaHMpoBaHWe M NpPUHATME Mep MO NPeaoTBPALLEHMUIO + +
NOBTOPHOIO BO3HUKHOBEHWUA MHUMAEHTOB

XV. YnpaBneHve KoHourypaumein MHGOPMaLMOHHON CUCTEMBI M CUCTEMbI 3aLUUTbI NEPCOHAbHBIX AAHHbIX

(YK®)
YKo.1 OnpegeneHve nuu, KOTOPbIM paspelleHbl AencTBuA no + + +
BHECEHUIO N3MEHEHWN B8 KOHUrypaumio

MHCI)OpMaLI,MOHHOI\;I cncrembl n CncTembl 3alWnTbl
nepCcoHanbHbIX AaHHbIX




YK®.2 YnpasneHue U3MEHEeHMAMM KOHOUrypauum + + +
WHOOPMALMOHHON  CUCTEMbI M CUCTEMbBI  3aLUUTDI
NnepcoHanbHbIX 4AHHbIX

YK®.3 AHannM3 nOTEHUMaNIbHOrO BO3AENCTBUA NAAHUPYEMbIX + + +
M3MEHEHNN B KOHOUIypaLmm MHPOPMALMOHHON CUCTEMDI
M CUCTEMbl  3alMUTbl  NEPCOHAsNbHbIX  AaHHbIX  Ha
obecneyeHne  3aWUTbl  NEPCOHaNbHbIX  AAHHbIX U
corsiacosaHue N3MEHEHMUM B8 KOHUrypauum
MHOOPMAUMOHHON CUCTEMbI C  AOJIKHOCTHBbIM  JINLOM
(paboTHUKOM), OTBETCTBEHHbIM 3a obecneveHune
6€e30MacHOCTM NePCOHA/NbHbIX JAHHbIX

YK®.4 L OoKymeHTUpoBaHue nHdopmaumm (BaHHbIX) 06 + + +
N3MeHEeHMAX B KOHPUrypaunmn MHGopmMaLMOHHOM cUCTEMbI
N CUCTEMbI 3aLLNTbI MEPCOHANbHbIX AaHHbIX

+ - mepa no obecnevyeHunto 6esonacHoCcTH NepCoHasibHbIX OaHHbIX BK/HOYEHa B 6a30BbIi Ha6op mep AnAa CoOoTBETCTBYHOLWLErNo YpOBHA 3aWMNLWEHHOCTU
NepCoHaNbHbIX AaHHbIX.

Mepbl no obecneveHunto 6esonacHoCTU NepCoHa/ibHbIX AaHHbIX, HE 0603Ha4YeHHble 3HAaKOM "+", NMPUMEHAIOTCA NPU adanTaunn 6asoBoro Ha60pa Mmep “n
YTOYHEHUN aAaNTUPOBAHHOTO 6asoBoro Ha6opa mMep, a TaKXe npun pa3pa60TKe KOMNEHCUPYOWNUX Mmep Nno obecneyeHunto 6es3onacHoOCTH NnepCcoHa/ibHbIX AaHHbIX.




