NEQAMOrAM O6 MHOOPMALIMOHHON BE3OMNACHOCTH

Koraa peyb 3axoant 06 MHpopMaumMoHHOM 6e30nacHOCTU, 0BbIYHO Mbl HAYMHAEM
AyMaTb O KOMMbloTEpaX, CeTAX, UHTepHeTe U xakepax. Ho ansa obpasoBaTesibHOM cpeabl
npob6nema CTouT Wupe: B OrpaxaeHnu yyawerocs ot HdopMaummn, Kotopas MoxXeT
HeraTuBHO MOBAMATL HA ero (oOpMMpOBaHME U pas3BUTUE, TO eCTb O NponaraHae
pasNMYyHOM HanpaB/IEHHOCT!.

MoHssiTne nHdpopmaumMoHHoM 6e30nacHOCTHU

Noa MHpopMaUMOHHOM 6e30NaCHOCTbI0 MOHMMAETCS 3aLMLLEHHOCTb MH(MOPMALIMOHHOMN
CUCTEMbI OT C/Ty4YaHOro Win NpeAHaMepeHHOoro BMeLwwaTebCTBa, HaHocALWwero yuwepb
BNaZenbuam unam nonb3osaTensm MHpopMaunm.

Ha npakTuke BaHENWMMKN ABNSIOTCA TPU acnekTa nHdopMauMoHHoOn 6e3onacHoCTu:
e [OCTYNHOCTb (BO3MOXHOCTb 3@ pa3yMHOe BpeMs MonyunTb Tpebyemyto
MHMOPMALMOHHYIO YCNyry);
e LIENOCTHOCTb (aKTyanbHOCTb M HEMNPOTMBOPEUYMBOCTb MHMOPMaLMn, ee
3aLMLLEHHOCTb OT pa3pyLleHns N HECAHKLUMOHMPOBAHHOIO N3MEHEHUS);
e KOH(MpMAEHUMANBLHOCTb (3alMTa OT HECaHKLUMOHMPOBAHHOIO NPOYTEHUS).

HapylweHus A0CTYNHOCTU, LESOCTHOCTU N KOHMUAEHUMANbHOCTU UHpOpMaLnu MoryT
6bITb BbI3BaHbl PasfIMYHbLIMK OMACHLIMWU BO34ENCTBUSAMU HA MH(HOPMaALMOHHbIE
KOMMbIOTEPHbIE CUCTEMBI.

OCHOBHbIe Yyrpo3bl MH(POPMaLMNOHHOW 6€30MNacHOCTH

CoBpeMeHHas MH(pOPMaLUMOHHAA cMCTeMa NpeaCTaBNseT COB0M COXHYIO CUCTEMY,
COCTOSAILLYHO M3 6ONbLIOFO YNCNA KOMMNOHEHTOB Pa3/IMYHON CTENEHM aBTOHOMHOCTH,
KOTOpble CBSA3aHbl Mexay coboi u 06MeHMBaTCA AaHHbIMU. [MpakKTUYEeCKN Kaxabli
KOMMOHEHT MOXeT NOABEPrHYyTbCA BHELWHEMY BO3AENCTBUIO UM BbINTU U3 CTPOS.
KOMNOHEeHTbl aBTOMATM3UPOBAHHOM MHMOPMALMOHHON CUCTEMbI MOXHO pa3buTb Ha
cnepytowme rpynnbi:

AnnaparHble cpeAcTBa. DTO KOMMNbIOTEPbI M UX COCTaBHble YacTu (Npoueccopsl,
MOHUTOPbI, TEPMUHANbI, NepudepuiiHble YCTPOMUCTBA — NPUHTEPDLI, KOHTPOIEPSI,
kabenu, NMHUKN CBA3N N T.4.);

lMporpammHoe obecriedyeHne. D10 NpMobpeTeHHbIE NPOrpamMMbl, UCXOAHbIE,
06beKTHble, 3arpy304Hble MOAYNN; ONepauMOHHbIe CUCTEMbl M CUCTEMHbIE NPOrpaMMbl
(KOMMMNATOPbI, KOMNOHOBLUMKK U Ap.), YTUAUTbI, AMarHoCTM4Yeckne nporpamMmbl 1 T.4.;
AaHHble, XpaHNMble BpeMeHHO M MNOCTOSIHHO, Ha AUCKaX, (Ga3WwKax, neyaTHble,
apXMBbl, CUCTEMHbIE XYPHanbl U T.4.;

MepcoHan. Nonb3oBaTtenn, CUCTEMHbIE AAMUHUCTPATOPbI, NPOrPaMMUCTbI U Ap.

OnacHble BO3AENCTBUS HA KOMMbIOTEPHYO MHDOPMALMOHHYD CUCTEMY MOXHO
noapasaenuTb Ha CllydaliHble U NpeAHaMepeHHble. AHanmM3 onbiTa NPOEKTUPOBAHUS,
W3roTOB/IEHMS U 3KCNNyaTaunm MHPOPMALMOHHbBIX CUCTEM MNOKa3bIBAET, YTO
MHOpMaumsa nogeepraeTcsa pas/iMyHbIM CTly4alHbIM BO3AENCTBMSIM Ha BCEX 3Tanax
LMK/ XU3HWU CUCTEMbI. [TpUUYMHAMK Crly4aliHbiX BO3AENCTBUIA NPU 3KCNyaTauum MoryT
6bITb:

e aBapUMHbIE CUTYaUWUN N3-3a CTUXUIAHbIX 6€ACTBUA N OTKITIOUYEHUIA

3NEeKTPONUTaHuUS;

e OTKasbl U cbou annapaTypsbl;

e OWMBKM B NporpaMMHOM obecneyeHnu;

e owKnbkM B paboTe nepcoHana;

e OMEXM B JINHUAX CBA3M U3-3a BO3AENCTBUN BHELLHEN Cpeabl.

MpenHaMepeHHbIe BO3AENCTBUS — 3TO LefnieHanpas/ieHHble AeNCTBUA HapywmTens. B
KayecTBe HapyLwuTess MOryT BbICTyNaTb CAyXXallnii, NOCeTUTENb, KOHKYPEHT, HAaE€MHUK.
Oenctena HapywuTens MoryT 6biTb 06yCnoB/ieHbl pa3HbIMXU MOTUBAaMMK:

e HEeOOBONbCTBOM CAYy>allero CBOen Kapbepou;

e B3ATKON;



e N060MLITCTBOM;
e KOHKYpeHTHOM 6opbboi;
e CTPEM/IEHMEM CaMOyTBEpPAMTLCS NOH60M LeHON.

MOXHO COCTaBUTb M’MMNOTETUYECKYO MOAENb NOTEHUNAIbHOIO HapYLINTENS:
e KBanMMdUKaLMsa HapywMTeNns Ha ypoBHe pa3paboTumka AaHHOW CUCTEMbI;
e HapywuTenem MoXeT 6bITb Kak MOCTOPOHHEE SINLO, TaK N 3aKOHHbIN
Monb30BaTes/lb CUCTEMDbI;
e HapyLMUTENt U3BecTHa MHdopMaums 0 NpuHUMNax paboTbl CUCTEMDI;
e HapywwuTenb BblbnpaeT Hanbonee cnaboe 3BeHO B 3aluuTe.

Hanbonee pacnpoctpaHeHHbIM U MHOroo6pa3HbiM BUAOM KOMMbIOTEPHbBIX HapyLUEHU
ABNSAETCA HECAHKUMOHMPOBAHHbIN A0CTYMN. HeCaHKUMOHNUPOBAHHbLIN AOCTYN UCMONb3YyeT
nobyto oWwnbKy B cUCTEME 3aLlnTbl U BO3MOXEH NPU HepauuoHanbHOM Bbi6ope cpeacTs
3aLlNTbl, UX HEKOPPEKTHOM YCTaHOBKE M HACTpOMKe.

MpoBeaem knaccmdmnkauuio KaHanoB HECAHKLMOHMPOBAHHOIO AOCTyNa, MO KOTOPbIM
MO>HO OCYLECTBUTb XULLEHNE, NBMEHEHME NN YHUUTOXEHME nHdbopMauun:
Yepe3 yenoBeka:
e XUUlEeHWe HocuTenem nHpopmauum;
e YyTeHue MHPOpPMaUNM C IKpaHa MM KnasuaTypbl;
e yTeHue MHdOopMaLNM N3 pacneyaTKu.
Yepe3 nporpammy:
e repexsaT naponewu;
e Jewndgposka 3awmdpoBaHHON MHMOpMaLMNK;
e KOMWpoOBaHWe MHDOPMALNK C HOCUTENS.
Yepe3 annapartypy:
e MOAK/IHOYEHME CcrieymanbHO pa3paboTaHHbIX annapaTHbIX CpeacTs,
obecneumnsatowmx 4octyn K nHdbopmMauum;
e nepexBaT NOH6OYHbIX 3NEKTPOMArHUTHbIX U3JTYYEHUI OT annapaTtypbl, JIMHUIN
CBSA3U, CETEN 3NEKTPONUTAHUSA U T.A.

Ocob0 cneayeT OCTaHOBUTLCS Ha yrpo3ax, KOTOPbIM MOTyT NoABEpraTbCs
KOMMblOTEPHble ceTn. OCHOBHAsA 0COBEHHOCTb /IH060M KOMMNbLIOTEPHOW CETU COCTOUT B
TOM, YTO ee KOMMOHEHTbI pacrnpeaeneHbl B NpocTpaHcTBe. CBA3b MexXAay y3namMm cetu
ocyliecTBnsaeTcs GU3nYecKn ¢ NoMOoLbIO CETEBbLIX IMHUIA M NPOrpaMMHO C NMOMOLLbIO
MexaHu3Ma coobuieHunn. MNMpu 3ToM ynpasnstowme cooblieHns n gaHHble,
nepecbiiaeMble MexXay y3namu cetn, nepeaaroTcs B Buae naketos obmeHa.
KoMnblOTEpPHbIE CETU XapaKTepHbl TEM, YTO MPOTUB HUX NpeanpUHUMAlOT Tak
Ha3blBaeMble yaasieHHble aTakn. HapywunTenb MOXET HaX0ANTbCS 3a ThbICAYM
KWIOMETPOB OT aTakyeMoro obbekTa, Npy 3TOM HanageHMIO MOXET NoABEPraTbCs He
TONbKO KOHKPETHbIN KOMMbOTEP, HO U MHpOpMauns, Nnepeaaroascs no CeTeBbIM
KaHanam cBs3u.

O6ecneuyeHne nHpopMmaymMoHHON 6e30NacHOCTHU

dopMmnpoBaHme pexmnma MHPOpMaUMOHHON 6e30macHOCTK — NpobneMa KOMMNJeKcHas.
Mepbl NO ee peLleHMI0 MOXHO Noapa3aenuTb Ha NATb YPOBHEN:
1. 3akoHogaTesIbHbIA . DTO 3aKOHbl, HOPMATUBHbIE aKTbl, CTaHAAPTbI U T.M.

HopmaTuBHO-npaBoBas 6a3a onpegensiowas NopsaoK 3awmTbl MHDOPMaLMK:
2. MopasnibHO-3THNYeCcKHni. BCeBO3MOXHble HOPMbI MOBeAEHUS, HecobtoaeHne
KOTOpbIX BeAeT K NageHuo NpecTuKa KOHKPETHOro YyesioBeka Uan Lenon opraHmsaunu.
3. AAMUHNCTpaTUBHbINA. [lencTBus obLliero xapakrepa, npeanpuHMMaeMble
PYKOBOACTBOM OpraHm3aumn. TakuMm AOKYMEHTaMW MOryT ObiTb:
e TMpWUKa3 pyKOBOAMTENS O Ha3HAYeHMM OTBETCTBEHHOro 3a obecnedeHue
MHOpMauUMOHHOM 6e30macHoCTy;
e [O/HKHOCTHblE 0653aHHOCTM OTBETCTBEHHOMO 3a obecrneyeHune
MHdOopMauUMoHHOM 6e30nmacHoCTy;
e epeyeHb 3alnLaeMbiX MHPOPMALMOHHBIX PecypcoB 1 6a3 AaHHbIX;



e VHCTPYKUMIO, ONpeaenstoyo nopsaok npeaocraBnieHns nHhopmaumm
CTOPOHHUM OpraHmM3aumsM No Mx 3arnpocamM, a Takxe no rnpasamM A0CTyrna K
HEeNn COTPYAHMKOB OpraHm3auunu.
4. dnsnyeckmnii. MexaHmyeckme, a/IeKTPO- U IEKTPOHHO-MeXaHNYecKne NpensaTcTBUS
Ha BO3MOXHbIX MYTAX MPOHUKHOBEHUS NOTEHLUMANbHbIX HAPYLIUTENEN.
5. AnnapaTtHo-nporpaMMHbIA (3N1EeKTPOHHbIE YCTPOMCTBA U CneunanbHble NporpaMMbi
3aWMTbl MHpOpMaLMn).

MNpuHATbIE Mepbl NO co3aaHMI0 6e30nacHo MHPOPMALIMOHHOW CUCTEMbI B LLKOJSIE:

e O6becneyeHa 3aWwmMTa KOMMbIOTEPOB OT BHELWHMX HECAHKLMOHMPOBAHHbIX
BO3AENCTBUI (KOMMNbIOTEPHbIE BUPYChI, NOrnyeckmue 60Mb6bI, aTakm XakepoB n
T. A.)

e YCTaHOBNEH CTPOrMiAi KOHTPOJIb 3@ NEKTPOHHOM NOYTON, obecneyeH
NOCTOSIHHbIM KOHTPOJb 3@ BXOASILEN U UCX0AALWeEN KOppecnoHAEHUMEN.

e YCTaHOBJIEHbl COOTBETCTBYIOLLME MApPO/nN Ha nepcoHasnbHble MK,

e lcnonb3oBaHbl KOHTEHT-PUNbTPbLI, ANS GuabTpauMmn CamToB Mo MX
COAEPXMMOMY.

EavHas COBOKYMHOCTb BCEX 3TUX MEpP, HanpaBNEeHHbIX Ha NPOTMBOAENCTBME Yrpo3aM
6e30MacHOCTU C LUefblo CBEAEHUS K MUHUMYMY BO3MOXHOCTU yuwepba, obpasyioT
CUCTEMY 3aLM1ThlI.

CneunanucTtbl, UMetoLne OTHOLEHNE K CUCTEME 3alUNTbl AOMKHbI MOSHOCTbIO
npeactasnsaTb cebe npuHUMNbl ee PYHKUMOHUPOBAHUS U B CllyYae BO3HUKHOBEHUS
3aTPYAHUTENBbHbIX CUTYaUNi aAeKBaTHO Ha HMX pearMpoBaTb. 104 3aWMTON A0/KHA
HaxoAnTbCH BCA cmctemMa 06paboTkmn nHdopmMaumu.

Jlnua, 3aHuMarowmecs obecneyeHneM MHGOpPMaLMOHHON 6€30MacHOCTUN, AO/MKHbI HECTH
JINYHYIO OTBETCTBEHHOCTb.

HaaexHaa cuctema 3awmTbl 4OMKHA 6bITb MONHOCTLIO NPOTECTMPOBaHa M CorsiacoBaHa.
3awmTta ctaHoBuTCs 6bonee achheKTnBHOM N rMbKon, ecnn oHa AOMNycKaeT N3MeHeHne
CBOWX NapaMeTpoB CO CTOPOHbI aAMUHUCTpATOpa.

B 3ak/toueHMe CBOEro Aoknaza XoTesloch 6bl AaTb HEKOTOPbIE peKoMeHAauuUn no
opraHusauum paboTbl B UHGOPMALMOHHOM NPOCTPAHCTBE, YTO6bI y6epeub cebst n CBOMX
6NU3KMUX OT UHTEPHET-MPECTYMNHUKOB.

PekoMeHAaUMmM No opraHusaumm pab6ortbl B MHOPMALMOHHOM NPOCTPAHCTBE

1. Nepepn HayanoMm paboTbl HEO6X0AMMO YeTKO CHOPMYNMpPOBaTh LieNlb MU BONPOC Momcka
MHdOopMaumun.

2. XXenatenbHo BblpaboTaTb ONTUMAaNbHbIN anropuTM NOUCKa MHpOpMaLnUKM B CETU
NHTepHeT, YTO 3HauUMTENbHO COKPATUT BPEMS U CUIbI, 3aTpayYeHHble Ha NOUCK.

3. 3apaHee yCTaHOBUTb BPeMEHHbIN NMMUT (2-3 yaca) paboTbl B MHHOPMALMOHHOM
npocTpaHcTee (NpPOCMOTP Tenenepenaydun, YteHme, UHTepHeT).

4. Bo BpeMs paboTbl HE06X0AMMO AenaTtb nepepbiB Ha 5-10 MUHYT ANa CHATUSA
PU3NYECKOro HaMpPSXKEHUSA N 3pUTENBHOMN Harpy3Ku.

5. Heo6xoanmo 3HaTb 3-4 ynpaxHeHus ANs CHATUS 3pUTENIbHOr0 HaNpsiXKeHUs 1
dur3nyeckomn yctanocTu.

6. PaboTtaTb B XOpOLLO NPOBETPEHHOM MOMELLEHUN, NPUN ONTUMASIbHOM OCBELLEHUN U B
yAob6HoM nose.

7. He cTouT nerkombicneHHO obpallaTbCs CO cnamM-nmMcbMaMm U 3axoamThb Ha
Hebe3onacHble Be6-calTbl. JNa MHTEpPHET-NPEeCTYNHUKOB Bbl CTAHOBUTECH NErKOomn
nobbluen.



8. Mpu perncrpaunm B CoLManbHbIX CETSX, HE YKa3biBalTe CBOWU NepCcoHasibHbIe
NaHHbIE, HANPUMEpP: afpec UIKU AeHb POXAEHUS.

9. He MCI'IOJ'Ib3YﬁT€ B NIOrMHE UK naposie NnepcoHalsibHblE€ AAHHbIE.

10. Bce 310 No3BONSET MHTEPHET-NPECTYNMHUKAM NOAYYUTb AaHHbIE AOCTyNa K
aKKayHTaM 3/IEKTPOHHOM MoYTbl, @ TakXXe MHPMUMpoBaTb AoMaluHWe MK Ans BKAOYEHMUS
nx B 60T-ceTb UM N8 NoXuLLeHUs 6aHKOBCKMX AaHHbIX poaAnTenen.

11. Cospgante cobcTBEHHbIM Npodunab HA KOMMbOTEpe, YTobbl 06e3onacuTb
MHDOPMALMIO, XPAHALLYIOCS Ha HEM.

12. He 3abbiBalite, 4uTo haKTbl, O KOTOPbIX Bbl Y3HaeTe B HTepHETE, HY)KHO OY€eHb
XOpOLLO NpoBepuTb, ecnu BblbygeTe NCNonb3oBaTb MX B CBOEN AoMaluHeln paboTe.
Llenecoobpa3Ho CpaBHUTb TP UCTOYHUKA MHMOpMaLMKM, NpexXae YEM peLlnTb, Kaknum
MCTOYHMKAM MOXHO A0BepATb.

13. O poctoBepHOCTM MHDOPMALMKN, MOMELLEHHON Ha CaiTe MOXHO CyAUTb MO CaMOMy
canTy, y3HaB 06 aBTOpax camTta.

14. Pa3mewasn nHdopmaumto o cebe, cBOMX BAN3KNX N 3HAKOMbIX Ha CTpaHMUax
couMasnbHbIX CceTelr, CnpocuTe NpeaBapuTeNbHO paspelleHne y Tex, 0 KoM byaet aTa
MHdopMaums.

15. He cnepgyet pa3MelwaTb Ha cTpaHuuax Beb-cantos ceou otorpacdumun u
doTorpacdmmn cBomx 6AM3KNUX N 3HAKOMbIX, 3@ KOTOPblE BaM MOTOM MOXeT 6bITb CTbIAHO.

16. Cobntoparite npaBuna 3TMKM nNpu obweHun B MHTepHeTe: rpy6oCcTb NpoBoumpyeT
APYrMX Ha Takoe e noBeaeHue.

17. Ncnonb3ys B cBoer pabote matepman, B3ATbl U3 MHPOPMALMOHHOIO UCTOYHMKA
(kHUra, nepmogunyeckas nedatb, VIHTEpHeT), cneayeT yKa3aTb 3TOT UCTOYHUK
MHdOpMaLMN UM caenaTtb HA HEro CCbisIKy, ecnn Matepuan 6ol BaMmn nepepaboTaH.



